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ABSTRACT

Enterprise resource planning (ERP) systems are integrated business platforms characterised
by a high need for security, which is a fundamental requirement for efficient operation.
Although many vendors include comprehensive security mechanisms in their ERP solutions,
user perceptions of security are also crucial for adequate system adoption. This study
examines users’ perceptions of ERP system security and reliability in relation to demographic
characteristics. Analysis of Variance (ANOVA) was used to identify differences in responses.
The empirical research included a sample of 206 ERP system users from organisations
in Serbia. The ANOVA results show that user perceptions differ significantly by users’ level
of education, the organisation’s industry sector and economic activity, and the frequency
and duration of system use. These findings provide valuable insights into variations
in perceptions of ERP system security and help identify behavioural patterns influenced by
demographic factors.

Keywords: ERP systems, security perception, user behaviour, ANOVA, demographic factors
JEL Code: M15, 033, D83

1 INTRODUCTION

Enterprise Resource Planning (ERP) systems are integrated information platforms that
enable the planning, organisation, monitoring, and control of business processes in real time
(Hussain et al., 2024). In many industries, ERP is considered essential for conducting business
activities, as it allows companies to achieve high performance. Additionally, ERP connects
many participants simultaneously, uniting internal and external information flows, the inte-
grity of which is crucial for the company.

Any unauthorised access to the vast amount of data stored in an ERP system can result in signi-
ficant financial and reputational losses, making the security and reliability of ERP systems among
the most critical issues in modern business (Michelberger & Horvath, 2017). A study by Salih et al.
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(2021) found that ERP system security is the most widely cited impacting factor, indicating that
security is a critical consideration in examining ERP implementation and usage success.

ERP insecurity can lead to costly consequences for organisations, affecting both operational
performance and long-term stability. SAP, one of the leading ERP vendors, reported that in 2021,
every 11 seconds a company was hit by ransomware, while the average cost of recovering from
a ransomware attack was $1.85 million (SAP, n.d.). Recently, ERP security has changed dramatically
as cybersecurity threats have become more sophisticated, with Al-powered attacks increasing by
95% in 2024 alone (Gangapatnam, 2025).

Current research addresses the technical aspects of ERP security (Boppana et al., 2021; May et al.,
2024) and models for their improvement (Atakari, 2024; Annapareddy, 2025; Nittala, 2025).
However, the human factor remains the most crucial element for successful system application
and use (Almahamid, 2019). Specifically, user perceptions of ERP security are critical for effective
system adoption. Perceived security refers to users’ perceptions of the reliability and safety of
ERP service delivery, the robustness of the system’s technical architecture, and the adequacy of
its security requirements. Users’ attitudes and awareness significantly shape how ERP systems
are adopted, used, and safeguarded in everyday operations. Research by Kuo et al. (2023) demon-
strated that perceived security has a statistically significant impact on ERP users’ continued usage
intention, indicating that users regard ERP security as an important factor that leads to perceiving
ERP as more useful and user-friendly.

Nevertheless, there is a clear need for further research to understand the behavioural issues
of ERP users shaped by their psychological beliefs (Salih et al., 2021). Therefore, additional
studies are needed to explore the behavioural and cognitive aspects of ERP system introduc-
tion in business operations.

The main objective of the study is to provide contemporary insights into differences in ERP users’
security perceptions, based on empirical evidence tested using a statistical approach. Such results
and implications assist ERP vendors in the process of ERP solution development and ERP consul-
tants in achieving more successful ERP system acceptance during implementation.

Considering all the above, this paper examines ERP security from the users’ perspective, emphasi-
sing the impact of users’ demographic variables on perceived ERP system reliability and security in
specific country context. To achieve this aim, an Analysis of Variance (ANOVA) was used to identify
differences in users’ responses obtained through empirical research, which included a sample of
206 ERP system users from organisations in Serbia.

The paper is organised as follows. After the Introduction, the Theoretical Background reviews
previous literature and highlights its main findings, while Hypoheses Formulation section proposes
the study research hypotheses. The Research Method section details data collection and the metho-
dology used to process the data. The Results and Discussion section presents the main results and
considers the findings. The Conclusion summarises the implications and limitations and outlines
the future research agenda.
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2 THEORETICAL BACKGROUND

Integrating an enterprise’s diverse functions through the implementation of a unique ERP system
offers numerous benefits. However, during the implementation process, enterprises may encounter
several challenges, such as customisation, data migration, user training, and integration with existing
systems (Siraj et al., 2024). From the user’s perspective, ERP security is not merely a technical constraint
but a functional framework. As users operate across departmental boundaries, including finance,
procurement, production, and logistics, the seamless integration of access controls and approval
workflows is vital (Shish, 2025). Due to the increasing complexity and sophistication of cyber threats,
ERP implementation poses a greater risk to the integrity and functionality of these systems.

Among the most significant threats are malware attacks, which can lead to data corruption or
theft, as well as phishing and other forms of social engineering that exploit human weaknesses to
gain unauthorised access. Distributed denial-of-service attacks can overload a system and cause
downtime, while zero-day attacks exploit vulnerabilities for which security patches are not yet
available, making them particularly dangerous. The most sophisticated attacks enable perpetra-
tors to maintain a long-term presence in the network and systematically compromise data (Efe,
2024). Insufficient preparation and neglect of security in ERP projects can lead to failure, as key
controls are often left until the end of implementation, when budgets are exceeded and deadlines
missed. This practice results in significant system vulnerabilities. Morrisson (2020) states that this
approach stems from the misconception that ERP is exclusively an IT project, whereas in reality it
requires the engagement and responsibility of the entire enterprise.

This highlights the need to emphasise the importance of the user’s role in ERP security. The main
goal of ERP security is to reduce the risk of information loss, ensure compliance with state and
corporate standards, protect the privacy of internal data, and preserve its integrity (Efe, 2024). ERP
system security can be defined as the degree to which the ERP system is regarded as secure for data
storage, data exchange, and other business operations (Salih et al., 2021).

Although technical protection measures are important, contemporary literature increasingly
emphasises that the human factor is the weakest, yet most important, link in the chain of defence
(Triplett, 2022). In current discourse on ERP systems, security is no longer viewed solely through
the lens of cryptographic algorithms and technical barriers, but as a complex socio-technical
phenomenon centred on human behaviour. Users’ awareness and attitudes directly shape how
ERP systems are used and protected in daily work (Kuo et al., 2023; Shish, 2025).

Examining ERP system security within the context of Serbian enterprises is particularly important
given the heterogeneous levels of digital maturity, organisational practices, and user competencies
present in transition economies. While ERP systems are increasingly adopted by organisations in
Serbia, variations in implementation quality, user training, and security governance may influence
how security and reliability are perceived by end users.

Regarding ERP security in Serbian enterprises, this issue represents a unique combination
of strict legal regulations, accelerated digitisation (such as the introduction of e-invoices), and
a specific mentality regarding data storage. A particular feature of Serbia is the mandatory use of
the Electronic Invoice System, which has introduced new security challenges, such as the requi-
rement that the connection between the local ERP and the national portal must be encrypted and
protected by digital certificates to avoid the risk of interception.

Traditionally, most Serbian enterprises have preferred on-premise ERP systems and local data
storage. However, this trend is changing, with an increasing number of companies adopting
cloud ERP. Nevertheless, research by Ivanovi¢ and Maric¢ (2021) shows that over 50% of surveyed
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companies wish to switch to cloud ERP technology, but 40% of respondents agree that the major
barrier is the problem of data security and safety.

Such insights are essential for designing more effective security policies, user training progra-
mmes, and system configurations that align with users’ expectations and behaviours. By focusing
on the Serbian context, this study contributes to the broader literature by providing context-sensitive
evidence on ERP system security from the users’ perspective in an underexplored empirical setting.

3 HYPOTHESES FORMULATION

To support the study’s objectives, this section presents hypotheses drawn from previous research.
The hypotheses were primarily based on previous international ERP and information systems
literature, as empirical studies specifically examining perceived ERP security and reliability in
the Serbian context are limited. Furthermore, examining these relationships in Serbia is particu-
larly relevant, as transition economies may differ from others. Consequently, the study replicates
previous findings and contextualises them within a less frequently investigated context. The
proposed hypotheses will be tested to determine how perceptions differ by users’ age, educa-
tion level, organisation’s industry sector, economic activity, company size, user experience, and
frequency of system use.

Previous research found that males dominate information systems adoption (Kusumaningtyas &
Suwarto, 2015). McGill and Thompson (2021) reported that women perceive lower levels of infor-
mation security and privacy than men, and behaviours requiring greater technical skill are less
frequently adopted by female users. Therefore, this study proposes the following hypothesis H1:

H1. There is a statistically significant difference in perceived ERP security and reli-
ability between males and females.

Earlier studies identified a positive relationship between age and information system use, as
older individuals have limited knowledge and training regarding computers (Elsadaani, 2013).
Additionally, younger people adopt IS more readily than older generations (Kusumaningtyas &
Suwarto, 2015). Based on this, the study proposes the following hypothesis H2:

H2. There is a statistically significant difference in perceived ERP security and reli-
ability based on ERP users’ age.

Olatokun (2009) found that education level is linked to the technology usage gap. Previous litera-
ture (Davis, 1989; Venkatesh & Bala, 2008) indicates that perceptions of ERP system acceptance are
often influenced by education. Therefore, this study proposes the following hypothesis H3:

H3. There is a statistically significant difference in perceived ERP security and reli-
ability based on ERP users’ education level.
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Despite industry specialisation, manufacturing and services remain the two main economic acti-
vities and may represent distinct groups of ERP system users. Previous literature (Ruivo et al., 2017)
suggests that manufacturing and service industries have different processes and types of data
stored in the system (Ifinedo, 2012), which can affect perceptions of ERP security. Based on this, the
study proposes the following hypothesis H4:

H4. There is a statistically significant difference in perceived ERP security and reli-
ability based on the industry sector background of ERP users.

Abu Afifaetal (2023) examined users’ attitudes towards ERP use in the financial, service, and
manufacturing sectors. The study found that ERP adoption is higher in manufacturing than in
service and financial sectors. Mishra et al. (2022) also highlighted distinct cybersecurity issues in
enterprises with different economic activities. Thus, this study proposes H5:

H5. There is a statistically significant difference in perceived ERP security and reli-
ability based on the economic activity background of ERP users.

Regarding company size, Johansson et al. (2015) demonstrated that as enterprise size increases,
the complexity and scale of ERP security issues also become more significant. The challenge of
managing user permissions, ensuring regulatory compliance, and maintaining system integrity
is greater in larger enterprises (Mishra et al., 2022). Accordingly, this study proposes the following
hypothesis Hé:

HG6. There is a statistically significant difference in perceived ERP security and reli-
ability based on the company size in which ERP users are employed.

Previous literature indicates that user experience with an ERP system positively affects perceived
system security (Bhattacherjee, 2001). Greater exposure to an ERP system increases users’ security
awareness and understanding of their responsibilities in maintaining system security (Seneviratne
& Colombage, 2023). Therefore, this study proposes the following hypothesis H7:

H?7. There is a statistically significant difference in perceived ERP security and reli-
ability based on ERP users’ experience.

The frequency of ERP system use is positively correlated with users’ perceptions of security and
reliability (Workman et al., 2009). It influences user familiarity with the system and the trust deve-

loped through repeated interaction. Based on this, the study proposes the following hypothesis H8:

HS. There is a statistically significant difference in perceived ERP security and reli-
ability based on the frequency of system use by ERP users.

14



ERP SYSTEM SECURITY THROUGH THE EYES OF USERS...

Sanela Arsi¢, Aleksandra Radi¢, Dorde Nikoli¢

4 RESEARCH METHOD

To assess user beliefs and attitudes regarding the acceptance and use of ERP systems, an empi-
rical survey was conducted in 2024. Data were collected through an online questionnaire created
in Google Forms and distributed via the LinkedIn network to ERP users employed in enterprises
operating in Serbia. Participants were informed that their responses would be used exclusively
for scientific research purposes.

The distributed questionnaire consisted of two parts. The first part included users’ demogra-
phic questions, while the second comprised items related to ERP system acceptance and use.
The questionnaire used in this study was adapted from Sternad Zabukovsek et al. (2019) and
covered a wide range of constructs examining drivers influencing ERP system usage, such as
perceived usefulness, ease of use, work compatibility, and external factors. Respondents rated
their agreement on a five-point Likert scale, where 1 indicated the lowest level of agreement and
5 the highest. Among the items included under external factors was a statement addressing the
reliability and security of ERP systems, as this is an important aspect of successful ERP imple-
mentation and continued use.

Furthermore, to examine the influence of demographic factors on perceived ERP system secu-
rity and reliability, an Analysis of Variance (ANOVA) was applied. This statistical analysis was
performed using the IBM SPSS v.25 software package.

The ANOVA test is a statistical technique used to determine whether there are statistically signi-
ficant differences between the means of multiple groups for a selected dependent variable. In
this study, ANOVA is used to examine whether users’ perceptions of ERP system security and reli-
ability differ significantly across demographic groups such as gender, age, education, industry
sector, economic activity, company size, user experience, and frequency of use with ERP systems.

By enabling the comparison of several groups, ANOVA provides an appropriate methodological
framework for identifying demographic factors that may influence variations in perceived ERP
system security and reliability, thereby directly supporting the study’s objective.

5 RESULTS AND DISCUSSION

The sample of 206 ERP users from enterprises operating in Serbia has been gathered to conduct
the analysis. Demographic characteristics of the research sample are described in Table 1.

This empirical research included more males (56.3%) than females (43.7%). Most ERP users
were aged 30-39 (49.0%) and held either a BSc (43.2%) or MSc (42.2%) degree. In terms of
industry sector, 65% of respondents were from manufacturing. The sample displayed industry
heterogeneity regarding the distribution of enterprises’ economic activity. Most ERP users work
for large enterprises, defined as companies with more than 250 employees. Regarding user expe-
rience, most users have used ERP systems for 3 to 5 years (51.0%) and use them daily (83.5%).

This paper explores the impact of demographic variables of ERP users on perceived ERP
system reliability and security. To achieve this, an ANOVA test was performed, and the results
are presented in Table 2.
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Tab.1 Demographic characteristics of the research sample (N =206)

Variables Category Percentage %
Male 56.3
Gender
Female 43.7
20-29 20.4
30-9 49.0
Age
40-49 25.2
50-59 53
High school 7.3
Higher education 5.8
Education BSc 43.2
MSc 42.2
PhD 1.5
Manufacturing 65.0
Industry sector
Service 35.0
IT industry 15.0
Automotive industry 17.5
Industrial selling 11.7
Banking 2.4
Pharmaceutical industry 9.7
Economic activity Production 11.7
Aviation industry 1.9
Mining and metallurgy 13.1
Energy industry 24
Telecommunications industry 3.9
Food and beverage industry 10.7
Less than 10 employees 1.9
11-50 employees 53
Company size
51-250 employees 18.9
Above 250 employees 73.8
Less than 1 year 5.8
1-3 years 26.7
User experience
3-5years 51.0
More than 5 years 16.5
Every day 83.5
1-2 times a week 4.9
Frequency of use -
Several times a week 7.8
1-2 times a month 3.9
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Tab.2 ANOVA test results

H1 Gender 1.472 0.226 Rejected
H2 Age 0.503 0.681"s Rejected
H3 Education 3.284 0.012* Accepted
H4 Industry sector 6.041 0.015™ Accepted
H5 Economic activity 2.440 0.007* Accepted
H6 Company size 2.084 0.103"s Rejected
H7 User experience 3.791 0.005* Accepted
H8 Frequency of use 2.734 0.030" Accepted

Notes: *statistically significant at 0.01 level; **statistically significant at 0.05 level; n.s. Not significant.

Gender has not been found to have a statistically significant impact on the perceived security
and reliability of ERP systems, leading to rejection of H1. Earlier studies (such as Broos, 2005)
emphasised that, in the past, women were more anxious about using computers. Some recent
studies (Mohamed & Ahmad, 2012; McGill & Thompson, 2021) have indicated differences in infor-
mation security and privacy perceptions regarding gender. However, these studies explored privacy
concerns and security perceptions in relation to social networks or internet technologies used for
personal purposes. Moreover, users, regardless of gender, may perceive that ERP vendors have
already implemented adequate security measures, diminishing the salience of security concerns in
their perceptions. In the context of Serbia, the absence of statistically significant gender differences
can be explained by the fact that the use of ERP systems in organisations is largely mandatory and
directly related to daily work tasks.

The results also suggest that respondents’ age does not have a statistically significant effect on
the perceived security and reliability of ERP systems. Therefore, proposed hypothesis H2 is also
rejected. ERP system security mechanisms, such as access control, encryption, and activity logging,
are mostly invisible to users and are built in at the system level (Atakari, 2024). Therefore, users,
regardless of age, do not have direct insight into the technical aspects of security, but form their
perceptions based on general work experience and system stability. Furthermore, digital compe-
tencies are increasingly less dependent on age, as ERP systems have been present in business
practice for many years. This may reduce differences between younger and older users in terms
of understanding and trust in information systems. Similarly, the absence of differences between
younger and older users can be attributed to the fact that ERP systems have been present in Serbia
for some time, particularly in small and medium, and large enterprises, which constitute the domi-
nant structure in this study sample.

Users’ education has been found to have a statistically significant impact on the perceived security
and reliability of ERP systems, leading to acceptance of H3. The literature suggests that percep-
tions of ERP system acceptance are often influenced by individual user characteristics, including
education (Davis, 1989; Venkatesh & Bala, 2008). Specifically, a higher level of education can lead
to a better understanding of how security measures support system stability, which positively
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affects perceptions of reliability and safety. For example, Sternad Zabukovsek et al. (2019) report
that more educated users demonstrate a higher degree of trust in ERP systems, as they are better
able to recognise long-term benefits and understand system complexity. To gain deeper under-
standing, an ANOVA post hoc test was employed. The results indicate that the most pronounced
difference is observed between ERP users with a high school degree and those with an MSc degree
(mean difference =-0.531; standard error =0.188; p =0.042). This finding supports existing litera-
ture in information security, which suggests that higher levels of education are associated with
greater awareness of security risks and a more accurate understanding of protective mechanisms
(Ifinedo, 2012). Furthermore, this difference may also be influenced by the increasing integration
of ERP-related content and formal training in higher education curricula. However, this remark
should be treated with caution, as the present study did not examine whether participants had
undergone formal ERP, cybersecurity, or digital skills training, nor did it assess the quality or inten-
sity of such training.

Industry sector has a statistically significant impact on the perceived security and reliability
of ERP systems, resulting in acceptance of H4. The literature indicates that in manufacturing
environments, ERP system outages are directly linked to financial losses and supply chain
disruptions, reinforcing the importance of security and reliability in user perception (Wagner
& Monk, 2008). In contrast, in the service sector, ERP systems often manage large volumes of
customer data, financial transactions, and contractual relationships, where issues of confiden-
tiality, privacy, and data protection are prioritised. Studies show that users in the service sector
more frequently associate ERP system security with the protection of sensitive information and
compliance with regulatory requirements, shaping a different perception of security compared
to the manufacturing sector (Ifinedo, 2012).

Similarly, the economic activity of the enterprise has a statistically significant impact on perce-
ived security. In industries such as finance, healthcare, or telecommunications, ERP systems
process highly sensitive data such as financial transactions and personal and health informa-
tion. Therefore, security requirements are stricter and user awareness of potential risks is greater
(Trunina et al.,, 2018). In contrast, in industries like mining and metallurgy, the focus is often on
operational reliability and system availability, as even short-term ERP system outages can cause
production downtime and supply chain disruptions (Ranitovic¢ et al., 2013). Therefore, proposed
hypothesis H5 is accepted.

The statistically significant impact of the industrial sector and economic activity is due to the
structure of the Serbian economy, where manufacturing, metal processing, mining, and the energy
sector continue to play a significant role, with ERP system interruptions directly causing opera-
tional and logistical problems. Conversely, the service sector, banking, telecommunications, and
healthcare institutions are increasingly dependent on data protection and regulatory compliance,
especially following the intensified digitalisation of financial and administrative processes.

Company size has not been found to have a statistically significant impact on perceived ERP
system security and reliability, leading to rejection of H6. ERP users, whether they work in small,
medium, or large companies, generally have a similar level of exposure to the system’s security
functionalities. Furthermore, company size is primarily relevant for managers’ strategic and tech-
nical decisions regarding the selection and implementation of the ERP system (Lutfi et al., 2024),
while users form their perceptions of security and reliability based on their use of the system, its
stability, and availability, rather than on wider organisational resources or structure.

User experience has a statistically significant impact on the perceived security of ERP systems,
as supported by previous literature suggesting that, with longer use, users develop procedural
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knowledge and routines, which reduce cognitive effort and increase the perception of system
stability (Bhattacherjee, 2001). To gain deeper insights, post hoc analysis was performed, and
results indicated that the most pronounced difference is between ERP users with 1-3 years of
experience and those with more than five years of experience (mean difference =-0.436; stan-
dard error =0.146; p=0.027). This supports the statement that experienced users are more likely
to evaluate the security of ERP systems based on repeated positive experiences and have greater
exposure to various situations when working with an ERP system, including system errors, secu-
rity procedures, access controls, and the organisation’s response to incidents. Therefore, proposed
hypothesis H7 is accepted.

The frequency of using an ERP system has a statistically significant impact on perceptions of secu-
rity and reliability (H8 is accepted), as it influences user familiarity with the system and the trust that
develops through repeated interaction. Furthermore, research in information security shows that
greater exposure to the system increases users’ security awareness and understanding of their role
in protecting the system (Workman et al,, 2009). This also confirms the results of post hoc analysis,
showing the most pronounced difference is between ERP users who use ERP every day and those
who use ERP 1-2 times per month (mean difference = 0.797; standard error=0.261; p=0.014).

User experience and the frequency of ERP use are particularly relevant in Serbia, where the level
of digital transformation among companies varies. The adoption of these systems has increased
employees’ exposure to digital business processes, which may lead to greater awareness of the
importance of security, reliability and data protection in information systems. Furthermore,
e-invoicing in Serbia should not necessarily be interpreted as directly improving users’ digital
competence. Rather, it has significantly increased employees’ exposure to digital business proce-
sses and information systems, thereby making issues such as cybersecurity, data protection, and
system reliability more visible in everyday work activities.

6 CONCLUSION

This study examined ERP system security from the users’ perspective, focusing on how demogra-
phic characteristics influence perceptions of system reliability and security in Serbian enterprises.
Using ANOVA on a sample of ERP users, the research provides empirical evidence of variations in
perceived ERP security across different user groups, addressing an underexplored aspect of ERP
security research.

The findings show that users’ perceptions of ERP system security and reliability differ signi-
ficantly according to education level, industry sector, economic activity, user experience, and
frequency of system use. In contrast, no statistically significant differences were found for gender,
age, or company size. These results suggest that perceptual differences are more strongly influ-
enced by users’ cognitive, experiential, and contextual characteristics than by basic demographic
attributes. More educated and experienced users, as well as those who interact with ERP systems
more frequently, tend to evaluate system security more positively, likely due to greater familiarity
with system functionality and security mechanisms.

From a theoretical perspective, this study reinforces the view that ERP system security should be
understood as a socio-technical construct rather than a purely technical attribute. From a practical
standpoint, the results highlight the importance of tailoring security-related training, communica-
tion, and support mechanisms to different user groups. These implications are particularly relevant
in the context of Serbia, where enterprises are undergoing digital transformation characterised by
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heterogeneous levels of digital maturity, different level digital competencies, and varying levels of
ERP adoption across industries. Therefore, improving continuous user support, and awareness-
-raising activities may be essential for strengthening confidence in ERP systems and reducing
security-related uncertainty among employees.

Despite its contributions, this study has several limitations. The research is based on self-reported
perceptions, which may not fully reflect actual system security or user behaviour. Future research
could extend this work by incorporating longitudinal designs, comparative cross-country analyses,
or additional behavioural variables such as security awareness, training intensity, or organisational
security culture. Such approaches would provide a deeper understanding of how user perceptions
of ERP security evolve over time and across different organisational and institutional contexts.
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