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ABSTRACT
The paper reviews the quantum computing advances and their impact on classical 
cryptography. the aspect of potential breaking of present (believably secure) cryptographic 
algorithms. Recent progress in the abilities of quantum computers as well as the 
standardization of new generation of cryptographic algorithms resistant to quantum-
computing attacks is summarized. The classical cryptographic algorithms are reviewed and 
corresponding threats from quantum algorithms were summarized. In addition, existing 
symmetric and hash algorithms under quantum attacks is discussed and recommendations 
for improving security in long-term are formulated.
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1	 INTRODUCTION
Communication through the internet (as well as through of other computer networks) is often 
vulnerable to various types of attacks ranging from eavesdropping through blocking up to silent 
modifications. Original insecure application protocols belonging to TCP/IP protocol suite (like telnet, 
FTP, SMTP, later prevailed by HTTP) massively used in early stages of internet have been later 
gradually replaced by their more secure alternatives (e.g. SSH and HTTPS) so that the above risks 
were eliminated. However, even the design of such secure protocols has been proposed decades 
ago reflecting the 1990’s knowledge in cryptography when potential breaking of cryptographic 
algorithms like RSA, SHA and DES (or later AES) seemed to be aeons away.
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Nevertheless, recent progress in quantum computing (as described e.g. by Gill et al. 2025) has 
changed the perspective a  lot. Now, the question does not seem to sound whether quantum 
computers will be able to perform computational operations for wide public but when they 
are going to do so. As a  result, so far rather theoretical algorithms applicable to quantum 
computers able to solve some problems much quickly than classical computers (like factori-
zation of large integers) will become widely available not only for researchers, academia and 
industry, but also for hackers. This could pose a significant threat to the security of information 
and communication systems relying on classical cryptography and therefore it is necessary 
to reflect this threat in near-future improvement of them, namely by implementation of 
quantum-attack-resistant algorithms.

2	 RELEVANT EXISTING RESEARCH
Despite quantum computers of various types have been investigated for at for several decades, 
the real implementations started to emerge just in recent years. Although all present quantum 
computers are still rather experimental devices with very limited (inf any) practical impact, it is 
almost impossible when they overcome their experimental status and start their availability for 
real calculations.

Among the most promising applications, in addition to simulation of complex physical, chemical 
and other natural systems, there are calculations allowing significant simplifying (lowering the 
complexity) of computations problems having non-polynomial (exponential) computational 
complexity. Most of such non-polynomial-complex problems (e.g. problem of factorization of 
large numbers) have been and still are a fundament of various cryptographical systems, starting 
from RSA in 1970’s (see Rivest, Shamir, Adleman 1977).

Such a  threat (in the form of future potential availability of quantum computers being able 
to decrypt/break such cryptosystems quickly) poses a significant risk to all systems relying on 
cryptographic algorithms potentially prone to quantum-computing break. The reason is simple: 
many systems cannot change their cryptographic algorithms to more resistant quickly enough. 
Moreover, even if the decryption of vulnerable communication is not feasible now, still potentially 
sensitive communication can be captured by attackers now and decrypted later. This approach is 
called “Harvest now, decrypt later” (see Singh, 2024). For certain portion of data, it is still a signifi-
cant risk, even though most of the encrypted communication would not feel compromised when 
decryption will happen in, say, 5 or 10 years from now, as demonstrated by Mascelli& Rodden M. 
2025. Among the identified use-cases, bitcoin and its underlyying middleware blockchain could 
be at risk because of later unauthorized decryption of their communication. 

There are numerous papers and articles devoted to the topic of post-quantum cryptography 
focusing on various aspects thereof. Among them, Kumar& Pattnaik (2020) provides a review 
of existing solutions, Joseph et al. (2022) focuses on PQC transition, and Lysenko et al. (2024) 
emphasizes general security aspects of post-quantum cryptography.
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3	 CRYPTOGRAPHIC ALGORITHMS REVIEW FROM QUANTUM 
COMPUTING PERSPECTIVE

3.1	 Symmetric encryption algorithms

Currently, AES (as standardized by National Institute of Standards and Technology 2001) is the domi-
nant symmetric encryption algorithm, definitely (see e.g. Ganes et al. 2025) and in fact, there is no 
real competition for it since 3DES as the last remaining alternative was deprecated by NIST in 2023.

Several recent studies (e.g. Hosseini, S.M. and Pilaram, H., 2024.) demonstrate that AES is relati-
vely well prepared for quantum cumputing era. Despite the fact that Grover quantum algorithm 
reduces the time necessary for cracking AES encryption order of this type of search from 𝑂(𝑛) to 
O(√n), no other risks for AES have been presented. Therefore, one can conclude that for the near 
“quantum” future, it is sufficient to increase (ideally diouble) the key length to keep the same secu-
rity level. Even though the current AES standard offers only three key lengths (128, 192 and 256 
bits, respectively), with mostly used the maximum, it would not be difficult to extend the algori-
thms for its usage with longer keys.

3.2	 Asymmetric encryption and digital signature algorithms

Asymmetric encry0ption applications do not date far in the history because RSA as the first asym-
metric cryptographic algorithm was described in Rivest, Shamir, Adleman 1977. Since then, other 
asymmetric cryptosystems, namely Elliptic Curve Cryptography (ECC) and ElGamal, have been 
developed (see e.g. Zhang 2021), and asymmetric cryptosystems have spread rapidly because they 
have a significant advantage over symmetric algorithms, namely they can operate safely without 
having a covert channel for distributing a shared secret that is necessary for symmetric algorithms. 

On the other hand, a significant drawback of asymmetric algorithm lies in their higher compu-
tational complexity reflecting in significantly higher number of operations necessary to encrypt 
or decrypt a chunk of data in comparison to adequately strong symmetric algorithm. Therefore, 
a combination of symmetric and asymmetric encryption is massively applied in practical imple-
mentations. The more detailed description of the combination is given in section 4.

There is a significant threat from a quantum-computer-run Shor algorithm because it converts 
the exponentially complex problem of finding of secret factors into a problem with polynomial 
complexity. Therefore, public availability of quantum computers that is expected in the near 
future, will pose a threat to the security of any cryptosystem that does not replace them with post-
-quantum alternatives that are summarized in Section 3.5.

To summarize those observations and findings, one must conclude that virtually all classical 
asymmetric encryption algorithms are not quantum-attack-resistant and therefore they must be 
replaced with post-quantum alternatives so that to keep the cryptosystem security in the long-
-term. The same is true for digital signature algorithms because they are mostly based on the same 
or very similar mathematical fundaments to asymmetric encryption.

Unlike for symmetric algorithms, here, replacement is necessary. Fortunately, despite of the fact 
that there is no direct replacement algorithm among those standardized as post-quantum (see 
section 3), we can still find a solution in combination of FIPS203 that can efficiently replace the 
asymmetric cryptography in the most frequent use-case, namely the key negotiation (key exchange) 
as a part of TLS handshaking between www server and a web browser.
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3.3	 Hashing algorithms

Together with encryption algorithms, hashing completes the cryptographic algorithmic triad 
necessary to perform a safe encryption. Similarly to encryption, hashing algorithms could be also 
potentially threatened by quantum simplification of certain operations necessary to break hashing 
algorithms, typically by simplifying finding collisions.

The most significant threat come from Grover quantum algorithm that can reduce the time necessary 
for performing pre-image or collision attacks to O(√n), or O(∛n), respectively (see Hosseini&Pilaram 
2024). This means that a short-term solution to mitigate the threat could be an increase of the hash 
length (with existing hashing algorithm offering a reasonable reserve for that) while in long-term, 
replacing of existing hashing algorithms with quantum-resistant is the only feasible way.

3.4	 Key exchange algorithms

Among cryptographic protocols, key exchange plays and important complementary role. Key 
exchange algorithms do not serve only for seldom operation of replacing the oldy keys with new 
ones, but they are employed every day, for instance at every key negotiation phase of TLS connec-
tion that is mentioned in section 4.

The most commonly key exchange algorithm class, Diffie-Hellman, is based on similar mathema-
tical problem like RSA and therefore it is also threatened by Shor algorithm when run of a quantum 
computer. Therefore, the recommendation for Diffie-Hellman algorithm is almost the same as for RSA: 
the only way how to keep any cryptosystem long-term secure is the replacement of Diffie-Hellman 
algorithm with its post-quantum alternatives. Here, the new FIPS203 standard provides a solution.

3.5	 Standardization of quantum-resistant algorithms

In response to rapidly emerging threat to classical algorithms from rapidly improving quantum 
computers, several new quantum-attack-resistant algorithms have been developed and some of 
them have been NIST-standardized recently. Despite the standardization process started already in 
2016, first final PQC standards were presented in 2024. The following specifies the first generation 
of post-quantum cryptography:

•	 FIPS 203: Module-Lattice-Based Key-Encapsulation Mechanism (ML-KEM), derived from the 
CRYSTALS-KYBER submission. ML-KEM is a KEM (for key establishment) based on module-
-LWE. It includes parameter sets ML-KEM-512, ML-KEM-768, and ML-KEM-1024 (increasing 
security levels). This KEM can be used in hybrid TLS or other protocols for key exchange (e.g. 
combining with X25519). (National Institute of Standards and Technology 2024a)

•	 FIPS 204: Module-Lattice-Based Digital Signature Algorithm (ML-DSA), derived from 
CRYSTALS-Dilithium. ML-DSA provides three parameter sets (ML-DSA-44, -65, -87) correspon-
ding to different security categories. It yields signatures comparable in size to existing ECC 
schemes and is intended for general-purpose signing (certificates, code signing, etc.) (SEE 
National Institute of Standards and Technology 2024B).

•	 FIPS 205: Stateless Hash-Based Digital Signature Algorithm (SLH-DSA), derived from SPHINCS+. 
SLH-DSA is a hash-based signature scheme with parameter variants (128s/128f, 192s/192f, 
256s/256f) that trade off signature size and speed. It provides long-term security even against 
quantum adversaries, at the cost of larger signature sizes. Details are available in National 
Institute of Standards and Technology 2024c.
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The description of new post-quantum standards by NIST is provided in Table 1.
As the research results mentioned in section 2, there are quantum-attack-resistant algorithms 

available. On the other hand, available implementations in existing systems are still quite rare – see 
details in section 5. 

4	 APPLICATION OF CURRENT CRYPTOGRAPHIC 
ALGORITHMS

Among the applications of current cryptographic algorithms, the Transport Layer Security protocol 
(TLS) plays a dominant role because it is a fundamental component of HTTPS (Secure HTTPS) that 
is massively used (nowadays at about 95% of HTTP traffic uses TLS as statistics show, e.g. Google, 
2026, and Kerschbaumer et al. 2025). TLS was standardized by IETF in several versions starting 
with version 1.1 in 1999, followed by version 1.2 in RFC5246 in 2008. Currently last version 1.3 
comes from 2018, 8446 (Rescorla E., 2018).

The operation of TLS combines multiple cryptographic techniques so that the encryption operates 
both securely and quickly. In the beginning, the TLS client should rely on the asymmetric key of 
the server from its certificate only. Here, the client can send the small data chunks to the server 
(encrypted using slower asymmetric algorithm) as a part of Diffie-Hellman key-exchange process 
in establishing the session key. After successful key exchange, the rest of the communication invol-
ving encryption of large data files is performed using a symmetric encryption algorithm that is 
significantly faster.

Other secure protocols (like SSH, and even IPSecure) follow a similar pattern: they use classical 
asymmetric cryptographic algorithms for distribution or exchange of temporary session key, and 
symmetric cryptography for payload encryption. All these classical asymmetric cryptographic 
components (certificates, key exchange etc.) need post-quantum cryptography replacements.

Tab. 1	 Overview of NIST Post-quantum cryptographic standards

Algorithm 
name Purpose Security 

assumption
Parameter sets 
(FIPS) Deployment

ML‑KEM
(FIPS 203)

Key‑encapsulation 
(key exchange/
establishment)

Module‑LWE 
(lattice‑based)

ML‑KEM‑512, 
ML‑KEM‑768, 
ML‑KEM‑1024

TLS key exchange (incl. 
hybrid with X25519); 
larger key shares may 
impact bandwidth/
latency.

ML‑DSA
(FIPS 204)

Digital signatures 
(general‑purpose)

Module‑lattice 
(Module‑LWE / 
Module‑SIS)

ML‑DSA‑44, 
ML‑DSA‑65, 
ML‑DSA‑87

PKI, code‑signing, 
firmware signing; 
larger signatures/public 
keys than ECDSA/
Ed25519.

SLH‑DSA
(FIPS 205)

Stateless 
hash‑based digital 
signatures

Hash function 
properties 
(preimage/
collision 
resistance)

128s/128f, 
192s/192f, 
256s/256f 
(SHA‑256 / 
SHAKE‑256 
variants)

Conservative choice; 
suitable for long‑term 
signatures (e.g., 
firmware); larger 
signatures.

Sources: National Institute of Standards and Technology 2024a- 2024c
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5	 AVAILABLE IMPLEMENTATIONS
The above-mentioned post-quantum cryptographic algorithms have been implemented partly in 
some major software packages (see Demir 2025). Another recent study (Ahmed et al 2025) demon-
strates that for some libraries, developers work hard on supporting post-quantum cryptography. 
A recent news from OpenSSL developers announced that starting April 2025, the above mentioned 
standard post-quantum cryptographic algorithms are implemented since version 3.5. It seems 
likely that implementations in other popular libraries will follow but it is a good idea to verify the 
status before use of a specific library. 

6	 CONCLUSIONS
As the above results demonstrate, all classes of cryptographic algorithms, with a small expectation 
of relatively few impacted symmetric ones, are threatened by potential availability of quantum 
computers in relatively near future. Therefore, it is critical so that the existing cryptosystems are 
modified so that potentially weak cryptographic algorithms are promptly replaced with post-
-quantum alternatives. These alternative cryptographic algorithms are already available thank to 
their recent standardization by NIST so there are no formal obstacles preventing information and 
communication system administrators and owners to start the process of replacement.

In summary, the transition to quantum-safe cryptography is underway. With standards in hand 
and growing support in cryptographic libraries, organizations can begin implementing post-
-quantum cryptography now to safeguard against the coming quantum era.
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