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ABSTRACT

Although Al-powered chat systems like ChatGPT can be trusted, we shouldn’t rely on
them completely. They can sometimes produce irrelevant, misleading or even false
responses, known as hallucination effects. The causes can be both systemic and user
related. User behavior, particularly in the area of prompt engineering, has an impact
on the quality and accuracy of the result provided. Based on the literature review, we
have identified the most common types of hallucination effects and provided examples
in created categories. Finally, we have highlighted what users should consider when
writing prompts and given recommendations for them to minimize hallucination effects
in responses obtained from Al systems. Understanding how hallucinations occur can
help ensure that these powerful tools are used responsibly and effectively. However,
the quality of responses is always a matter of judgment, and the user’s level of expertise
and critical thinking is an important factor.
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1 INTRODUCTION

Artificial Intelligence (AI) is rapidly penetrating various areas of human activity. Despite the
strengths of Al, generative Al models such as GPT have limitations and weaknesses. One of
these is the fact that they can produce seemingly credible but incorrect, irrelevant, misleading
or even false answers (Shen et al,, 2023), (Xiao and Wang, 2021). This phenomenon, known
as the hallucination effect, is a common problem in many large language models (LLMs)
(Athaluri et al., 2023), (Bang et al., 2023), (Rohrbach et al., 2018). According to Bernard Marr
(2023), hallucination in Al refers to the generation of output that may sound plausible but is
either factually incorrect or unrelated to the given context. An Al hallucination is when an
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Al makes up false information or facts that aren’t based on real data or events (Keary, 2024).
Hallucinations are so common that OpenAl even warns users within ChatGPT that “ChatGPT
may produce inaccurate information about people, places, or facts”.

1.1 Why is Al hallucination a problem?

The hallucination effect is an issue that can hinder user trust in Al systems. If the misinforma-
tion hallucinated by Al spreads like wildfire on the internet, making it appear authoritative
and written by humans, it will undermine user confidence — making it difficult for users to
trust information on the internet (Sushir, 2024). If Al systems produce incorrect or misleading
information, users may lose trust in the technology, hindering its adoption in various sectors
(Marr, 2023).

They are also ethically problematic, as inconsistencies in training data can lead to the mass
dissemination of misinformation (Sushir, 2024). LLMs increase the ability to create realistic
Al-generated fake content, which plays an important role in the misinformation phenomenon
that our world is currently facing (Bontridder and Poullet, 2021). Al systems can eXpose users
to legal threats if their responses are inaccurate or misleading. This is confirmed by Athaluri
et al. (2023), who state that hallucinations can raise a number of ethical and legal issues and
negatively affect decision-making. Poor decisions in areas such as health care can have se-
rious consequences.

Although several studies have already described the weaknesses of Al systems, no one has
yet addressed the behavior of the users of these systems, which can also affect the accuracy
of the result provided. There is also a lack of categorization of types of errors, including co-
rrective measures.

The aim of this paper is to identify the most common types of hallucination effects that can
occur in responses generated by Al systems, provide examples and identify the main causes.
Based on the results of the literature review, appropriate recommendations will be provided
that will lead to the minimization of hallucination effects in the generated responses.

Research questions:

* What are the most common types of hallucination?

* What can users do to minimize the hallucination effect?

Categorizing the types of hallucination errors will help users of Al systems to understand
what types of errors to look out for and how to modify their behavior to minimize these errors
in their results.

2 LITERATURE REVIEW
2.1 LLMs

Large Language Models (LLMs) are deep learning models trained to understand and generate
natural language. They use a two-stage training pipeline to learn efficiently from data. In the
initial pre-training stage, LLMs use a self-supervised learning approach, which allows them
to learn from large amounts of unannotated data without the need for manual annotation. In
the subsequent fine-tuning phase, LLMs are trained on small, task-specific, annotated datasets
to use the knowledge gained in the pre-training phase to perform specific tasks as intended
by end users. As a result, LLMs achieve high accuracy on various tasks with minimal human-
-provided labels (Shen et al., 2023). The conversational artificial intelligence (AI) systems such
as ChatGPT simulate a conversation with a human (Gupta et al.,, 2020). They can answer ques-
tions and provide information. The use of LLMs helps them to learn the grammar, syntax and
context of different languages or subjects.
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2.2 Limits of LLMs

Research has revealed significant gender and racial bias in Al systems. Some facial analysis
software couldn’t recognize a dark-skinned face until a person put on a white mask. When gi-
ven the task of guessing the gender of a face, some systems performed significantly better on
male faces than female faces (Buolamwini, 2019). Another major problem with the LLM is po-
litical bias. A team of researchers from the Technical University of Munich and the University
of Hamburg provided evidence that ChatGPT has a “pro-environmental, left-libertarian orien-
tation” (Hartmann et al., 2023). The same conclusion was reached by Fujimoto and Takemoto
(2023). These results often arise from the Al model’s inherent biases, lack of understanding of
the real world, or limitations of the training data. In other words, the Al system ‘hallucinates’
information on which it has not been explicitly trained, leading to unreliable or misleading
responses (Marr, 2023).

According to Athaluri et al. (2023) AI hallucination usually occurs due to adversarial
examples such as varied input data that confuse the Al systems into misclassifying and misin-
terpreting them, resulting in inappropriate and hallucinatory output. Bang et al. (2023) they
concluded that the ChatGPT suffers from hallucination problems like other Al systems and it
generates more extrinsic hallucinations from its parametric memory as it does not have acce-
ss to an external knowledge base. T. Sushir (2024) describes four basic types of hallucination:

* Sentence contradiction: This occurs when an LLM model produces a sentence that com-
pletely contradicts its previously asserted sentence.

» Factual contradiction: This type of hallucination occurs when the Al model presents false
or fictitious information as fact.

» Prompt contradiction: This type of hallucination occurs when the output contradicts the
prompt for which it generated an output.

* Random or irrelevant hallucinations: This hallucination occurs when the model produ-
ces output that is completely irrelevant to the given prompt.

Hallucinatory errors and weaknesses in Al models are usually caused by the following:

Cause Description of cause

LLMs may misinterpret ambiguous statements, leading to

Misinterpretation of ambiguous input inaccurate or unintended responses.

Chatbots may struggle to maintain the context of a conversation,

LetEs ol @umiesie) UerEEmeling resulting in responses that seem unrelated or inappropriate.

An Al model that makes overly confident predictions even when
Overconfidence faced with uncertain or ambiguous input, leading to inaccurate
responses.)

AI models may lack common sense reasoning, leading to

Lack of common sense reasonin I . el F e
9 responses that seem illogical or impractical in certain situations.

Al systems may struggle to recognize sarcasm or irony in
Failure to recognize sarcasm or irony text, leading to literal interpretations and potentially incorrect
responses.

Tab. 1 Causes of hallucinatory errors
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Kenny Lee (2023) identified three main factors that cause LLMs to hallucinate: training data,
lack of objective orientation, and inappropriately worded sentences. First, large language
models have been developed through unsupervised training on large and heterogeneous da-
tasets. These datasets come from many sources, making it difficult to ensure their impartiality
and factual accuracy. The language model alone is not capable of distinguishing between
truth and falsehood. Moreover, the inclusion of diverse and subjective perspectives within the
training data further hampers the model’s ability to discern objective truths. As a result, the
model generates outputs that are likely, based on the patterns it has learned during the trai-
ning process. Secondly, LLMs are susceptible to producing incorrect output when tasked with
functions outside their training scope. Models such as GPT, Palm and Cohere are designed
for broad natural language processing tasks. As a result, they may struggle to make accurate
judgements when dealing with queries that require specialist knowledge in areas such as me-
dicine, law and finance. Thirdly, to operate a LLM, users enter text as prompts. These prompts
guide the LLM to perform certain tasks, similar to programming, but using natural language
rather than programming languages. It is therefore essential that users write these prompts
with the utmost precision. If the prompt is out of context, the LLM may produce an incorrect
or completely unrelated response to what the user intended.

2.3 Prompt Engineering

It follows from the above that there is only one way for the user to suppress the hallucinatory
effects, and that is to write the prompts appropriately. However, the quality of the prompts we
give to generative Al models plays a critical role in determining the quality and relevance of
the output. Clear, detailed and well-structured prompts are more likely to produce desirable
results, while vague or irrelevant prompts can lead to unsatisfactory results. The methodology
of designing effective requests or queries (prompts) to large language models is called prompt
engineering. There are many strategies and guidelines on how to write prompts correctly
when communicating with a generative Al model (Korzynski et al., 2023).

2.3.1 Multi-turn prompting

Based on the responses generated by the model. Prompts are thus structured as a series of
turns or exchanges between the user and the model. This structure allows the model to con-
sider the context of the entire conversation when generating a response, rather than just the
most recent user input. This optimizes the quality and relevance of the generated responses
(Bang et al., 2023). In this approach users provide input prompts and refine them over multi-
ple turns or iterations.

2.3.2 Few-shot prompting

Few-shot prompting refers to a technique in which the user is provided with a small number
of desired output examples prior to entering the task (Song et al., 2022). This approach aims
to enable Al models to perform a given task with only a small number of labeled examples
or prompts. In few-shot prompting, the Al model is trained or fine-tuned on a limited set of
examples that demonstrate the desired task. These examples are typically provided as pro-
mpts to the model, which then learns to generalize from them to perform the task on new
inputs. The focus of few-shot prompting is to adapt to a specific task or domain with minimal
supervision, using the model’s pre-trained knowledge to achieve task performance with few
examples (Reynolds and McDonell, 2021).

2.3.3 Chain-of-Thought Prompting

Chain-of-thought (CoT) prompting focuses on facilitating multi-turn interactions or conver-
sations between the user and the Al model, allowing for more coherent and contextually
relevant responses. In chain-of-thought prompting, the prompts provided to the Al model are
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structured to guide the flow of the conversation over multiple turns. The prompts are designed
to build on the context established in previous turns, creating a coherent chain of thought
throughout the interaction. The key feature of chain-of-thought prompting is its emphasis on
maintaining context and coherence across multiple turns of the interaction, allowing for more
natural and engaging conversations between the user and the Al model (Wei et al., 2022).

2.3.4 Self-Consistency

Self-consistency is an approach that simply asks a model the same prompt multiple times and
takes the majority result as the final answer. It is a follow-up to CoT prompting and is more
powerful when used in conjunction with it (Cheng et al., 2023), (Wang et al., 2022).

2.3.5 Temperature

The temperature parameter is a key feature in controlling the creativity and randomness of
the responses generated by language models such as GPT-4. It essentially determines how
conservative or adventurous the model is in its predictions. When writing prompts, users can
specify the temperature parameter to adjust the level of randomness in the generated respon-
ses. The temperature value typically ranges between 0 and 1, with lower values producing
more conservative and deterministic responses, and higher values producing more creative
and varied outputs. Users can experiment with different temperature values to explore the
creativity and variety of responses generated by the model. Lower temperatures (e.g. 0.1 or
0.2) tend to produce more predictable and coherent text that closely matches the training data.
In contrast, higher temperatures (e.g. 0.7 or 1.0) introduce more randomness and variability,
potentially leading to more imaginative but less reliable outputs (Mishra, 2023).

3 METHODOLOGY AND DATA

The basis of this study is a critical review of the findings that deal with the hallucination
effects that can occur in the text responses provided by LLMs such as ChatGPT, Bard and
Bing. By analyzing the existing research and reviewing the literature, we will attempt to map
the various examples of hallucination effects and then organize them into categories. We
characterize each category with a brief description and give a typical example from prompt
engineering practice.

Next, we look at the causes of hallucination effects. A review of the literature shows that
the causes of response errors can be both LLM and user related, particularly in the area of
prompt engineering. In our study we will not look at model-side causes because we cannot
control for them. However, we will focus on errors that occur on the user side. This is mainly
because the user can change his or her behavior in the future, but has no way of influencing
the behavior of the system itself.

The literature review also shows that there are currently a large number of different re-
commendations regarding the accuracy of prompts. We will try to select and provide those
recommendations that will help to minimize hallucination effects. We hope that this paper
will be a methodological guide for users, helping them to minimize errors in the responses
generated by LLMs.
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4 RESULTS
4.1 What are the most common types of hallucination?

By examining current research and reviewing the literature, we aimed to answer the research
question: What are the most common types of hallucination effects? We looked for specific
examples of hallucinations to identify different types and forms of hallucination effects that
can manifest in responses. Al hallucinations can range from minor inconsistencies to comple-
tely false or fabricated responses, and could potentially mislead users who rely solely on the
model’s responses without independently verifying the facts.

4.1.1 Unrealistic Cause and Effect

However, Al systems can produce results that express unrealistic cause-and-effect relation-
ships if the training data on which they have been trained contains biases or inaccuracies. For
example, if an Al system trained on flawed data incorrectly concludes that “eating ice cream
prevents sunburn”, this would be a hypothetical example of expressing an unrealistic cause-
-and-effect relationship. Srinivasan and Chander (2021) give an example of unrealistic cause
and effect when “a child wearing sunglasses is labeled as a failure, a loser, a nonstarter, an
unsuccessful person”.

4.1.2 Historical Revisions

Bernard Marr (2023) gives examples of LLMs inadvertently revising historical events. To
the question, “When did Leonardo da Vinci paint the Mona Lisa?” he received the answer:
“Leonardo da Vinci painted the Mona Lisa in 1815.” This was incorrect because the Mona
Lisa was painted between 1503 and 1506, or perhaps as late as 1517. When asked, “Tell me
a fact about George Washington,” he received the answer: “George Washington is known for
inventing the cotton gin”. These claims are unrelated, as Eli Whitney, not George Washington,
invented the cotton gin.

4.1.3 Unsupported Claims

LLMs could make unsubstantiated claims without providing evidence. In a promotional video
released by Google in February 2023, its Al chatbot Bard made a false claim. It incorrectly
stated that “the James Webb Space Telescope has captured the first image of a planet outside
our solar system” (Sushir, 2024), (Keary, 2024). However, this claim was inaccurate. LLMs
can produce information that doesn’t match the temporal sequences. For example, in the
current conflict between Israel and Gaza, both the Bard and Bing systems incorrectly clai-
med that a ceasefire had been declared, probably based on news from May 2023. Bard then
backtracked and said: “No, I am not sure that is correct. I apologize for my earlier response,”
but also made up casualty figures for two days into the future (Gillham, 2023).

4.1.4 Racial and Gender Bias

Al systems have been found to perpetuate racial bias in predicting recidivism rates. One no-
table example is the COMPAS system, which predicts that black defendants are at higher risk
of reoffending than they actually are, while the opposite is true for white defendants (Cossins,
2018).

4.1.5 Misleading Information

Users may also receive information that is misleading or leads to incorrect conclusions. Al-
generated writing was suspected when the Microsoft Start travel pages published a guide to
places to visit in the Canadian capital, Ottawa. While there were errors in the details of some
locations, most of the comments about the article were about how it included the Ottawa Food
Bank as a tourist hotspot, encouraging readers to visit on an empty stomach (Gillham, 2023).

54



PROTECT YOURSELFFROM AI HALLUCINATIONS:EXPLORING ORIGINS AND BEST PRACTICES

Amazon’s Kindle Direct Publishing sold what appeared to be Al-written guides to foraging for
edible mushrooms. One e-book encouraged the collection and consumption of legally protec-
ted species. Another mushroom guide included instructions that contradicted accepted best
practices for identifying mushrooms that are safe to eat (Gillham, 2023).

4.1.6 Geographical Errors

Al-generated text can sometimes contain geographical errors, highlighting the importance
of critically evaluating and fact-checking information generated by such models, especially
when it comes to issues of geographical accuracy. Answers may include instances where
places are incorrectly associated with different regions or countries, incorrect geographical
boundaries or relationships between places, fictitious or non-existent places, or confusion be-
tween similar names. An example is the prompt “Name three cities in the United States” and
the response “New York, Los Angeles, Toronto” (Lutkevich, 2023).

4.1.7 Random Output

Sometimes the output contradicts the prompt for which it generates output. LLMs can pro-
duce output that is completely irrelevant to the prompt given. For example, if the prompt is
“Write an invitation to my friends for my birthday party”. The model might generate output
such as “Happy anniversary, Mum and Dad”. (Sushir, 2024). A. Riaz (2023) confirms that Al
systems can generate stories or narratives based on given prompts or data. However, due to
limitations in understanding context or logical coherence, the stories generated may have
nonsensical or illogical plots, resembling hallucinatory narratives.

4.1.8 Reasoning Errors
This type of error occurs when an Al system fails to apply correct logical reasoning or com-
mon sense to a problem. Reasoning errors are a significant challenge in Al, particularly for
LLMs, which often struggle with tasks that require an understanding of the world that hu-
mans take for granted (Richardson and Heck., 2023).
We have divided the types of Al hallucinations into several categories, as shown in the Table 2.
It is important to recognize that all these examples illustrate the inherent limitations and
potential risks associated with LLMs, particularly in terms of their ability to generate accurate
and contextually appropriate information. Al hallucinations are a significant barrier to the
reliability and accuracy of Al-generated content. Users are advised to approach the output of
such models with caution and critical evaluation. Mitigating these challenges requires a com-
prehensive strategy that includes improved context awareness and user education.

4.2 What can users do to minimize the hallucination effect?

While the AI systems themselves cannot be influenced by users, the input they provide as
prompts can. It’s therefore crucial to provide clear and specific prompts, while unclear, ina-
ccurate, inconsistent or contradictory prompts should be avoided (Sushir, 2024), (Lutkevich,
2023).

4.2.1 How to prevent Al hallucinations generally

While artificial intelligence has notable strengths, generative Al models such as ChatGPT
have limitations and vulnerabilities. Hallucinations are considered an inherent part of LLMs.
However, there are ways to reduce hallucinations. First, company owners must ensure that
the Al model’s training datasets are regularly updated and expanded to account for and keep
up with cultural, political, and other evolving events (Sushir, 2024). In addition, Al hallucinati-
on can certainly be minimized by improving training inputs through the inclusion of diverse,
accurate, and contextually relevant datasets, as well as frequent user feedback and the invol-
vement of human reviewers to evaluate the outputs generated by an Al system Athaluri et al.
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Information

misleading or leads to incorrect conclusions.

e @ Short description Example of response

category

Unrealistic LLMs might suggest unrealistic cause-and- A chlld wearing sunglasses is labeled as

Cause and offect relationshios a failure, loser, nonstarter, unsuccessful

Effect pS. person.” (Srinivasan and Chander, 2021)

Historical LLMs may inadvertently revise historical “Leonardo da Vinci painted the Mona Lisa in

Revisions events. 1815." (Marr, 2023)

Unsupported LLMs could make unsupported assertions TEeJaqune? We’bb Spacfe Tellescope ha.g

Claims without providing evidence. taken the first image of a planet outside our
solar system.” (Sushir, 2024)

Racial and LLMs perpetuate racial biases in predicting “Black defendants pose a higher risk of

Gender Bias recidivism rates. recidivism.” (Cossins, 2018)

Misleading LLMs might provide information that is “The Ottawa Food Bank is a tourist hotspot”

(Gillham, 2023)

Geographical
Errors

LLMs may provide inaccurate information
about locations.

“New York, Los Angeles and Toronto are
three cities in the United States.” (Lutkevich,
2023)

Random LLMs generate completely irrelevant output | “Happy anniversary, Mom and Dad.” (Sushir,
Output to the given prompt. 2024)

Prompt: “When I was 6, my sister was half
Reasoning LLMs produce outputs that defy common my age. Now I'm 70. How old is my sister?”
Errors sense. Output: “35"

(Richardson and Heck, 2023)

Tab. 2 Types of errors in the LLM responses

(2023). Providing users with information about how the Al model works and its limitations
can help them understand when to trust the system and when to seek additional verification
(Marr, 2023). However, apart from solutions to this problem on the part of Al systems, the-
re are several ways in which users can avoid or minimize the occurrence of hallucinations
when communicating with LLMs.

4.2.2 Best practices for prompt writing to minimize hallucinations

Providing clear and specific prompts, along with the relevant context, is essential when inte-
racting with an Al system. This clarity helps to guide the system towards the intended output,
thereby increasing the accuracy and relevance of the response. Including detailed context
in prompts allows the Al to better understand the nuances of the request, minimizing the
likelihood of generating irrelevant or incorrect information. Therefore, users should carefully
consider the information they provide to ensure it is comprehensive and relevant. By doing
so, they can significantly improve the efficiency and effectiveness of the AI’'s performance.
Korzynski et al. (2023) state that effective prompting may include:

* Context — includes information about the role the model is to play in the task, or any ne-
cessary information about the situation that may justify it. Example: “You are a human
resources manager in a trading company.”

* Instruction — the task to be performed. Example: “Write an email to the customer offering
new products”.

» Input data — data and facts that the model should use to complete the task. Example: key-
words to include in the response.
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» Expected output format — information about the format and type of output in which the
answer is to be provided. Examples: “Generate a CSV file. Generate Python code”.

The use of idiomatic expressions, colloquial slang, or overly technical terminology can also
obscure contextual understanding when interacting with Al systems. Users can adjust the
temperature parameter, which controls the degree of randomness in the output. A higher
temperature setting increases the variety and creativity of the text, allowing outputs that may
exceed the expectations set by the input. However, this increase in randomness also increases
the likelihood of producing responses that do not strictly follow the input patterns, potentially
resulting in outputs that could be perceived as incorrect or misleading in certain situations.
Conversely, a lower temperature setting will produce more consistent and predictable outputs
that closely match the input patterns. This reduces the likelihood of producing outputs that
are incorrect or misleading.

A notable limitation of Large Language Models (LLMs) is their tendency to produce ina-
ccurate results in tasks requiring multi-step reasoning, such as arithmetic or logic problems.
However, the accuracy of these models improves significantly when they are given multiple
examples (few-shot learning), instructed to break down tasks into sequential steps (chain of
thought) and to aggregate their results. This can significantly reduce the hallucinatory effects.
Another effective strategy for improving accuracy is the self-consistency method. This tech-
nique is based on the premise that complex reasoning problems can often be approached in
different ways but still lead to the same correct answer. Introduced by Wang et al. (2022), this
method has been shown to significantly improve performance on arithmetic and common
sense reasoning tasks across several large language models of different scales. In addition,
the self-evaluation technique allows users to distinguish between correct and incorrect an-
swers. By asking a model to generate responses along with probabilities of their correctness,
users can use these well-calibrated probabilities to filter out likely incorrect responses. This
technique assumes that the model is generally aware of its own knowledge limitations, thus
allowing for more reliable filtering of the generated output (Kadavath et al., 2022).

5 CONCLUSION

Al systems have made significant progress, but they are not error-free. It is crucial for users
to recognise these limitations in order to accurately assess Al-generated responses. Ultimately,
the evaluation of such results must rely on human judgment. The user’s expertise and robust
critical thinking skills are particularly important. Our research aimed to identify the most
common risks associated with the use of Al systems. We identified the most common types of
hallucinatory effects in text responses and provided guidelines for users to reduce errors in
the responses they receive from these systems. An open question is whether it is possible to
completely eliminate or correct hallucinations in Al
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